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Abstract
A good deal of the fault-tolerant literature is based on the simplifying assumption
that a component operates perfectly until a latent error becomes effective, and
then a failure occurs that stops the component
.
The Tertiary Disk project had the opposite experience. Many components
started acting strangely long before they failed, and it was generally up to the system operator to determine whether to declare a component as failed. The component would generally be willing to continue to act in violation of the service
agreement until an operator "terminated" that component.
Figure 6.20 shows the history of four drives that were terminated, and the
number of hours they started acting strangely before they were replaced.
Computers systems achieve 99.999% availability ("five nines"), as advertised.

Marketing departments of companies making servers started bragging about the
availability of their computer hardware; in terms of Figure 6.21, they claim availability of 99.999%, nicknamed five nines. Even the marketing departments of
operating system companies tried to give this impression.
Five minutes of unavailability per year is certainly impressive, but given the
failure data collected in surveys, it's hard to believe. For example, HewlettPackard claims that the HP-9000 server hardware and HP-UX operating system
can deliver a 99.999% availability guarantee "in certain pre-defined, pre-tested
customer environments" (see Hewlett-Packard [1998]). This guarantee does not
include failures due to operator faults, application faults, or environmental faults,
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Messages in system log for failed disk

Figure 6.20 Record in system log for 4 of the 368 disks in Tertiary Disk that were
replaced over 18 months. Se
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Figure 6.21 Minutes unavailable per year to achieve availability class (from Gray
and Siewiorek [1991 ]). Note that five nines mean unavailable five minutes per year.

which are likely the dominant fault categories today. Nor does it include scheduled downtime. It is also unclear what the financial penalty is to a company if a
system does not match its guarantee.
Microsoft also promulgated a five nines marketing campaign. In January
2001, www.microsoft.com was unavailable for 22 hours. For its Web site to
achieve 99.999% availability, it will require a clean slate for 250 years.
In contrast to marketing suggestions, well-managed servers in 2006 typically
achieve 99% to 99.9% availability.
Pitfall

Where a function is implemented affects its reliability.

In theory, it is fine to move the RAID function into software. In practice, it is very
difficult to make it work reliably.
The software culture is generally based on eventual correctness via a series of
releases and patches. It is also difficult to isolate from other layers of software.
For example, proper software behavior is often based on having the proper version and patch release of the operating system. Thus, many customers have lost
data due to software bugs or incompatibilities in environment in software RAID
systems.
Obviously, hardware systems are not immune to bugs, but the hardware culture tends to place a greater emphasis on testing correctness in the initial release.
In addition, the hardware is more likely to be independent of the version of the
operating system.
Fallacy Operating systems are the best place to schedule disk accesses.

Higher-level interfaces like ATA and SCSI offer logical block addresses to the
host operating system. Given this high-level abstraction, the best an OS can do is
to try to sort the logical block addresses into increasing order. Since only the disk
knows the mapping of the logical addresses onto the physical geometry of sectors, tracks, and surfaces, it can reduce the rotational and seek latencies.
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For example, suppose the workload is four reads [Anderson 2003]:
Operation

Starting LBA

Length

Read

724

8

Read

100

16

Read

9987

1

Read

26

128

The host might reorder the four reads into logical block order:
Read

26

128

Read

100

16

Read

724

8

Read

9987

1

Depending on the relative location of the data on the disk, reordering could make
it worse, as Figure 6.22 shows. The disk-scheduled reads complete in three-quarters of a disk revolution, but the OS-scheduled reads take three revolutions.
Fallacy The time of an average seek of a disk in a computer system is the time for a seek of
one-third the number of cylinders.

This fallacy comes from confusing the way manufacturers market disks with the
expected performance, and from the false assumption that seek times are linear in
distance. The one-third-distance rule of thumb comes from calculating the
distance of a seek from one random location to another random location, not
including the current track and assuming there are a large number of tracks. In

Figure 6.22 Example showing OS versus disk schedule accesses, labeled hostordered versus drive-ordered.The former takes 3 revolutions to complete the 4 reads,
while the latter completes them in just 3/4 of a revolution. From Anderson [2003].
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the past, manufacturers listed the seek of this distance to offer a consistent basis
for comparison. (Today they calculate the "average" by timing all seeks and
dividing by the number.) Assuming (incorrectly) that seek time is linear in distance, and using the manufacturer's reported minimum and "average" seek times,
a common technique to predict seek time is

The fallacy concerning seek time is twofold. First, seek time is not linear with
distance; the arm must accelerate to overcome inertia, reach its maximum traveling speed, decelerate as it reaches the requested position, and then wait to allow
the arm to stop vibrating (settle time). Moreover, sometimes the arm must pause
to control vibrations. For disks with more than 200 cylinders, Chen and Lee
[1995] modeled the seek distance as

where a, b, and c are selected for a particular disk so that this formula will match
the quoted times for Distance = 1, Distance = max, and Distance = 1/3 max. Figure 6.23 plots this equation versus the fallacy equation. Unlike the first equation,
the square root of the distance reflects acceleration and deceleration.
The second problem is that the average in the product specification would
only be true if there were no locality to disk activity. Fortunately, there is both
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Figure 6.23 Seek time versus seek distance for sophisticated model versus naive model. Chen and Lee [1995]
found that the equations shown above for parameters a, b, and c worked well for several disks.
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Figure 6.24 Sample measurements of seek distances for two systems. The measurements on the left were taken
on a UNIX time-sharing system.The measurements on the right were taken from a business-processing application
in which the disk seek activity was scheduled to improve throughput. Seek distance of 0 means the access was made
to the same cylinder.The rest of the numbers show the collective percentage for distances between numbers on the
y-axis. For example, 11 % for the bar labeled 16 in the business graph means that the percentage of seeks between 1
and 16 cylinders was 11%.The UNIX measurements stopped at 200 of the 1000 cylinders, but this captured 85% of
the accesses.The business measurements tracked all 816 cylinders of the disks.The only seek distances with 1%or
greater of the seeks that are not in the graph are 224 with 4%, and 304,336,512, and 624, each having 1 %.This total
is 94%, with the difference being small but nonzero distances in other categories. Measurements courtesy of Dave
Anderson of Seagate.

temporal and spatial locality (see page C-2 in Appendix C). For example,
Figure 6.24 shows sample measurements of seek distances for two workloads: a
UNIX time-sharing workload and a business-processing workload. Notice the
high percentage of disk accesses to the same cylinder, labeled distance 0 in the
graphs, in both workloads. Thus, this fallacy couldn't be more misleading.

6.10

Concluding Remarks
Storage is one of those technologies that we tend to take for granted. And yet, if
we look at the true status of things today, storage is king. One can even argue that
servers, which have become commodities, are now becoming peripheral to
storage devices. Driving that point home are some estimates from IBM, which
expects storage sales to surpass server sales in the next two years.
Michael Vizard
editor in chief, Infoworld, August 11,2001
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As their value is becoming increasingly evident, storage systems have become
the target of innovation and investment.
The challenge for storage systems today is dependability and maintainability.
Not only do users want to be sure their data are never lost (reliability), applications today increasingly demand that the data are always available to access
(availability). Despite improvements in hardware and software reliability and
fault tolerance, the awkwardness of maintaining such systems is a problem both
for cost and for availability. A widely mentioned statistic is that customers spend
$6 to $8 operating a storage system for every $1 of purchase price. When dependability is attacked by having many redundant copies at a higher level of the system—such as for search—then very large systems can be sensitive to the priceperformance of the storage components.
Today, challenges in storage dependability and maintainability dominate the
challenges of I/O.

6.11

Historical Perspective and References
Section K.7 on the companion CD covers the development of storage devices and
techniques, including who invented disks, the story behind RAID, and the history
of operating systems and databases. References for further reading are included.

Case Studies with Exercises by Andrea C. Arpaci-Dusseau
and Remzi H. Arpaci-Dusseau
Case Study 1: Deconstructing a Disk
Concepts illustrated by this case study
•

Performance Characteristics

•

Microbenchmarks

The internals of a storage system tend to be hidden behind a simple interface, that
of a linear array of blocks. There are many advantages to having a common interface for all storage systems: an operating system can use any storage system
without modification, and yet the storage system is free to innovate behind this
interface. For example, a single disk can map its internal <sector, track, surface>
geometry to the linear array in whatever way achieves the best performance; similarly, a multidisk RAID system can map the blocks on any number of disks to
this same linear array. However, this fixed interface has a number of disadvantages as well; in particular, the operating system is not able to perform some performance, reliability, and security optimizations without knowing the precise
layout of its blocks inside the underlying storage system.
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